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TABLE 1.  Model application of the physical security design process for a hypothetical carcass disposal 
operation. 

Information Needs Site Data (Hypothetical) 

Facility
Characterization

Threat Definition

Target
Identification

Physical Protection Systems

Detection Delay Response

Analysis/Evaluation

Adversary Sequence
Diagrams 

Computer
Models

Risk
Analysis  

 

Facility Characterization (describe the facility) 

Facility
Characterization

 
Physical Conditions  

 Topography Relatively flat even terrain (farming, agricultural lands) 

 Vegetation Grasslands and low-density forests 

 Wildlife Scavenger animals (coyotes, raccoons, birds, etc.) 

 Background noise  Major highways 
 Railway 
 Small aircraft (crop dusters) 

 Climate & weather  Blizzards, hail, thunderstorms, and tornadoes 
 Temp range from 24oF winters – 90oF summers 
 High humidity 

 Site boundary  Property fencing 
 Naturally occurring boundaries (i.e., river, stream, ditch) 

 Traffic  Heavy equipment (i.e., backhoes, tractors) 
 Semi trucks 
 Trains 
 Personal vehicles 

 Number, location, and types of buildings in the 
complex; also, room locations within buildings 

Generally low in number, single room, prefabricated, easily mobile 
 Carcass disposal area requirements (will vary depending 

upon technique used for disposal) 
 Test facility and offices (modular, butler buildings, tents) 
 Ranchers'/farmers' homes, stables, barns, sheds 
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 Access points  Pre-existing doors and tent openings 
 Traffic access points into the perimeter 

 Existing physical protection features  Local law enforcement 
 Pre-existing locks on windows and doors of buildings 
 Tent closures 

Infrastructure Details  

 Heating Standard design for most buildings 

 Ventilation & air-conditioning systems Standard design for most buildings 

 Communication paths and type (fiber optic, 
telephone, computer networks, etc.) 

 Cellular 
 Radio 

 Construction materials of walls and ceilings  Fabric walls and roofs for tents 
 Metal 2-x-2 walls and roof for modular units 

 Power distribution system  Generators  
 Hardened lines 

 Environmentally controlled areas of the facility Test labs will be environmentally controlled 
 Independent power and ventilation system 

 Locations of hazardous materials Type, quantity, and location will depend upon carcass disposal 
technique 

 Type:  Gas (carbon dioxide) and injectibles 
 Fragmentation bullets and captive bolt pistols used in 

euthanizing the affected animals 

 Exterior areas Carcass disposal and storage areas 

Facility Goals and Objectives  

 Goal Eradicate and effectively contain the pathogen while minimizing 
incidents during transport and disposal of carcasses 

 Processes that support this goal Enforceable documented regulations (decontamination protocols, 
safety and security plans) 

 Operating conditions (work hours, emergency 
operations, etc.) 

Employee schedules, emergency operations, etc. 

 Types and numbers of employees  Shift work 
 Skill set 

 Support functions  Law enforcement 
 Regulatory/federal agencies (USDA, CDC, etc.) 
 Medical  
 Transportation contractors 

Facility Policies and Procedures  

 Pre-existing documented policies and 
procedures 

 

Regulatory Requirements  

 Pre-existing requirements imposed by 
regulatory agencies (e.g., FAA, local law 
enforcement, emergency response units, etc.) 

 

Legal Issues  

Safety Considerations  
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 Effectiveness of current system in normal and 
abnormal conditions (e.g., fire or flood) 

 

Threat Definition (describe the adversary) 

Threat Definition

 
Type and Motivation  

 Malevolent  

(deliberate acts that result in the spread of 
contamination or the disruption of the facility) 

 Farmers/ranchers – Owners of the animals to be destroyed 
could be severely impacted financially 

 Extremists (animal rights activists) – Due to the large number 
of animals to be destroyed there may be protests 

 Local stakeholders – These individuals may not want 
contaminated animals being disposed of in their landfills  

 Disgruntled employees – A worker who disagrees with the 
new work constraints or the act of disposing of such a large 
number of animals 

 Unauthorized media – Journalists trying to get photographs or 
a story without undergoing the appropriate approval process 

Potential Goals Based Upon Targets  

Tactics, Numbers, and Capabilities  

 Malevolent  Sabotage, theft 
 Low skills 
 Single to multiple individuals 
 Firearms and explosives 
 Vehicles and heavy equipment 
 Medical supplies 

Target Identification (determine & asses the targets) 

Target
Identification

 
 Undesirable Consequences  Spread of the pathogen 

 Interruption of the transfer of people, equipment, and 
materials (including carcasses) 

 Equipment theft or sabotage 

 Select Technique for Target Identification What systems/processes in operation if targeted would result in 
the undesirable consequences 
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 Identify Targets  Carcasses 
 Carcass storage/disposal facilities  
 Test labs 
 Vehicles used to transport materials, people, equipment  
 Equipment/machinery essential to operations 

Physical Protection System (design a physical protection system that incorporates detection, delay, and 
response) 

Physical Protection Systems

 
Detection  

 Pd  Probability of Detection  A lower Pd (.70 or higher) can be tolerated due to the realistic 
threat level being low 

 Adversaries to be detected are humans walking, running, 
crawling, and climbing; vehicles breaching the perimeter; and 
scavenger animals 

 Pa  Probability of Alarm (Pd *  Probability of 
Communication) 

 The Pa will be fairly high due to the response force being onsite 
local law enforcement 

 Exterior Sensors  The exterior perimeter costs will be the dominant 
consideration; however, the materials are reusable 

 Entrance – The entrance to the area can be monitored by 
local law enforcement 

 Outer fence will be an electric net that will keep out 
scavenger animals as well as reduce nuisance alarms on the 
inner fence 

 Portable barricades mounted with chain-link fencing and 
fence-disturbance sensors will be used around the protected 
area.  This will keep out scavenger animals, delay vehicles, 
and provide delay for alarm assessment   

 Interior Sensors Not discussed in this process; however, cost-effective sensors 
with low nuisance and false alarm rates (such as balanced 
magnetic switches) should be used 

 Alarm Assessment  Portable halogen lighting  
 Camera images displayed on-site to response personnel 
 A lower resolution black-and-white camera may be used if 

this video is used for detection and classification rather than 
prosecution 

 Digital video recorder for storage as well as to provide pre-
alarm assessment 

 Alarm Communication and Display Local alarm annunciation 

 Entry Control Entry control will be performed by law enforcement 

Delay  

 Delay  Jersey barriers at entrance to create a serpentine approach 
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